Security Talking Points For Hazardous Materials Carriers

Source: U.S. DOT Federal Motor Carrier Safety Administration, Presentation at COHMED 10/2001

General Security Information
• Personnel security

• Hazardous materials and package control

• En route Security

• Technical innovations management prerogatives

• Communications 
• Readjustments based upon current conditions

Personnel Security

• Employees can be security risks
• Ensure detailed background checks have been performed

• Verify U.S. citizenship/immigration status 
• Conduct personal Interviews
• Report any suspicious activity to the FBI

Hazardous Materials and Package Controls

• Facility grounds lighted

• HM secured in buildings of fenced enclosure

• Controlled access to HM storage

• Check locks and other protective measures

• Record removal of HM from facility

• Alarms and other security systems

• Driver awareness

Hazardous Materials and Package Controls

• Guards or security personnel as required 
• Develop control procedures for HM packages

• Conduct security spot checks

• Do not accept suspicious shipments

• Be conscious of your consignors and consignees

• Be familiar with vendors (suppliers, contractors, housekeeping etc.) that service your facility

En Route Security

• Avoid high population centers to the extent possible

• Use alternate routes where practical to avoid high population areas

• Deliver HM expeditiously

• Instruct drivers to lock vehicles when parked 
• Avoid tunnel and bridges where possible 
• Review parking and attendance rules in 49 CFR Part 397 
• Consider a guard if appropriate

Technical Innovations

• Consider the use of cell phones, GPS and other technical innovations

• State of the art locks and seals

• Tamper-proof locking devices for 5th wheel

• Blanket type alarm systems

• Electronic engine controls with security system

Management Prerogatives

• Finger printing and photographing 
• Protect against personal identity theft 

• Criminal background checks

• Security training

Communications

• Develop communication network with others in the industry

• Develop a means of contacting key personnel in cases of emergency

• Insure widest distribution of security related information to employees

Readjustment Based Upon Current conditions 
• Terrorist activities tend to happen in groups

• Security should be heightened if new attacks begin 
• When U.S. begins military action increase security

Reminder

• Report suspicious activity to the nearest FBI field office or call 311 (non-emergency) or 911 (emergency)

Recommendations?

